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Introduction

ScheduleTrain is an essential web application used by Air Force personnel for scheduling and training
management. Given its role in handling sensitive operational information, maintaining robust security
measures is crucial. This guide outlines potential security risks, and provides comprehensive strategies
to mitigate these risks.

This document is applicable to everyone who uses this application, including aircrew, intel,
maintenance, and schedulers. Scheduling shops adopting the application should direct all users to it, via
the link on the application.

Its goal facilities compliance with the DoD’s Controlled Unclassified Information (CUI) protection
procedures, and serve as security best-practices applicable to safeguarding sensitive information.

Understanding the Risks

Unauthorized Access
Unauthorized individuals gaining access to ScheduleTrain can compromise sensitive operational data,
potentially impacting squadron activities and overall mission security.

Account Compromise
User accounts, especially those with administrative privileges, are potential targets for cyber threats.
Weak or recycled passwords can lead to unauthorized access.

Data Interception
Data transmitted over various networks, including unsecured public Wi-Fi, is at risk of being
intercepted, leading to potential data breaches.

Insider Threat
The risk of misuse or mishandling of information by authorized users within the organization cannot be
overlooked.

Best Practices for Mitigating Risks

Password Security

Strong Passwords

Use passwords that are complex and difficult to guess. Incorporate a mix of uppercase and lowercase
letters, numbers, and special characters.

Frequent Changes



Change passwords at regular intervals, preferably every 60 to 90 days, to reduce the risk of password-
related breaches.

Unique Passwords
Avoid reusing passwords across different platforms. Each password should be unique to
ScheduleTrain.

Account Management

Timely Deactivation
Immediately deactivate or appropriately reassign accounts of individuals who are transferring or
leaving the squadron.

Regular Reviews
Periodically review all user accounts to ensure that access levels are appropriate for each user’s current
role.

Access Control

Advocating for Two-Factor Authentication
Support the future integration of two-factor authentication for enhanced security.

Need-Based Access
Ensure users have access only to the information and functions necessary for their specific roles.

Secure Connections

Public Wi-Fi Caution

Avoid using ScheduleTrain on public Wi-Fi networks. If unavoidable, use a secure VPN to encrypt
data transmission.

Encrypted Connections
Ensure that any remote access to ScheduleTrain is conducted over encrypted channels.

Vigilance and Reporting

Reporting Anomalies
Immediately report any unusual activities or suspected unauthorized access attempts to the appropriate
squadron authorities and ScheduleTrain administrators.

Continuous Awareness

Stay informed about the latest cybersecurity threats and participate in security awareness training
programs.

Device Security



Software Updates
Regularly update all devices used to access ScheduleTrain, including installing the latest security
patches for operating systems and applications.

Physical Security
Safeguard devices used to access ScheduleTrain. Do not leave them unattended, especially in public or
unsecured areas.

Insider Threat Management

Adherence to Least Privilege
Strictly apply the principle of least privilege, limiting users' access rights to the bare minimum
necessary to perform their duties.

Monitoring System Activities
Regularly monitor activities within ScheduleTrain, especially those actions performed by users with
higher-level permissions.

Data Management

Confidential Handling
Treat all information within ScheduleTrain with the utmost confidentiality. Avoid sharing sensitive
data outside authorized channels.

Regular Backups
Conduct routine backups of essential data, ensuring that backups are encrypted and securely stored.

Specific Training Suggestions

Regular Training Sessions
Organize periodic training sessions to educate users on new threats, security updates, and best
practices.

Scenario-Based Training
Implement scenario-based training exercises to help users recognize and respond to security threats
effectively.

Conclusion

The security of ScheduleTrain is paramount to maintaining the operational integrity and effectiveness
of Air Force squadrons. Adherence to these guidelines by all users is critical in safeguarding sensitive
information against a broad spectrum of security threats. Remember, security is not just the
responsibility of the comm department — it's a collective effort that requires vigilance and proactive
measures from every user.



